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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 


Max.Marks: 6x2=12

[image: image1.wmf] Answer all QUESTIONS, EACH QUESTION CARRIES 2 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	1
	Define cyber security.
	L1
	CO1
	[2M]

	2
	Discuss about the purpose of electronic signatures in e-commerce?
	L1
	CO2
	[2M]

	3
	State any two provisions of the IT Act related to electronic records.
	L2
	CO2
	[2M]

	4
	Define Cyber Crime?
	L1
	CO3
	[2M]

	5
	Define compensation in the context of cyber law.
	L1
	CO4
	[2M]

	6
	Name two important offences under cyberspace law in India.
	L1
	CO4
	[2M]








           Part – B


Max.Marks: 6x8=48
ANSWER ALL QUESTIONS. EACH QUESTION CARRIES 8 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	7.
	i) Explain various types of cyber attacks with suitable examples.
ii) Compare and contrast secret key and public key cryptography.                    
	L2
	CO1
	[8M]

	
	OR
	
	
	

	8
	Explain about substitution cipher and transposition cipher with example.
	L4
	CO1
	[8M]

	
	
	
	
	

	9.
	Discuss the role of the government in defining computer security mandates and legislation.
	L4
	CO2
	[8M]

	
	OR
	
	
	

	10
	Compare and contrast E-commerce and E-governance with respect to privacy and security requirements.
	L4
	CO2
	[8M]

	
	
	
	
	

	11
	Analyze the role and responsibilities of Certifying Authorities in India.
	L4
	CO2
	[8M]

	
	OR
	
	
	

	12
	Explain the legal aspects and validity of electronic records in India under the IT Act.
	L2
	CO2
	[8M]

	
	
	
	
	

	13
	Discuss the key objectives and components of the Council of Europe Convention on Cyber Crime.
	L2
	CO3
	[8M]

	
	OR
	
	
	

	14
	Explain about International efforts related to Cyber laws.
	L4
	CO3
	[8M]

	
	
	
	
	

	15
	 Examine how Section 43 and Section 66 of the IT Act deal with offenses and compensation.
	L4
	CO4
	[8M]

	
	OR
	
	
	

	16
	Describe the judicial review mechanism under the IT Act 2000 with suitable examples.
	L2
	CO4
	[8M]

	
	
	
	
	

	17
	Explain the role of electronic evidence and miscellaneous provisions of the IT Act.
	L4
	CO4
	[8M]

	
	OR
	
	
	

	18
	Discuss the major offences under the cyberspace law in India with suitable examples.
	L2
	CO4
	[8M]
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